KAKO NOCTYNUTU
YKOJIUKO CE
PEAJIN3YJE DDoS
HANAL

NPUJABUTE CBAKM WHUMAEHT 5377,
HA HAWEM NOPTANY CP'IS""LlEPT



NPUNPEMA

Uumb: YcnoctaBUTU KOHTakKTe, peduHMcaTy npoueaype U MNpUKynutm
nHpopmMauumje Kako 6UcTe yuTeaen BpemMme TOKOM Hanaaa.

NOAPWKA UHTEPHET CEPBUC NPOBAJAEPA (MCh)

Ob6patute ce npyxaouy WCIM ycnyra kako 6ucTe casHanu koje yciyre 3a ybnaxaBakwe DDoS
Hanaga vMajy y CBOjoj MoHyawn (becrnnatHe uan nnaheHe) 1 Koju noctynak tpeba fa cneguTe.
Mpyxaouwn WCI ycayra Mory fa nMOMOTHY y npegysrmMamy paawu npuamkom DDoS Hanaga, y
nornegy 6p3viHe 1 ebmnkKacHoOCTH.

AKO nocToju MOryRHOCT, MpeTnaaTuTe ce Ha pesyAaHTHY VIHTepHeT KoHeKuMjy.

AKo nocToju MoryhHoCT, npeTnaatuTe ce Ha ycayry npeseHuuje og DDoS Hanaga kog Baluer
nposajgepa.

AKko noctoju moryhHocT, 3aTpaxuTte og MClM-a ga noctaBe ¢untepe 3a NMOPTOBE U BEANYUHY
nakera.

YcrnocTaBuTe KOHTaKTe Ca MpyXaoleM MHTepHeT ycayra U opraHuMa 3a criposofjere 3akoHa.
MNpoBepuTe fJa M wumate MoryhHocT kopuwherwa BaH orncera (out-of-band) kaHana 3a
KOMYHUKauujy (HNp. Tenedon).

KoHdurypuwmnte npasuna Ha firewall-y Kako 6u ce 6n1okmpao gonasHum caobpahaj ca agpeca
n3nuctaHux y RFC 5735, kao wn pe3epsucaHux IP agpeca (0/8), loopback agpeca (127/8),
npueBaTHMUX agpeca (RFC 1918 6nokmpatm 10/8, 172.16/12 n 192.168/16), unassigned DHCP client
azpeca (169.254.0/16) n multicast agpeca (224.0.0/4). OBa nojeLlaBaktba MOXeTe TPAXKUTU N OZ
Bawer VCll-a.

NONUCHA NUCTA

Kpeupajte nucty T3B. whitelist IP agpeca n npoTokosa Koje MopaTte Aa NponyCcTUTe U Ha Taj HauuH
oApenunTe npuoputeTe y caobpahajy Tokom Hanaga. He 3abopasuTe fa yK/byunTe Balle K/byyHe
cTejkxosifjepe y noc/sioBamy.

JokymeHTyjTe geTasbe 0 Bawoj UT nHbpacTpykTypun, ykmbydyjyh Hocrmoue nocna, IP agpece m
kpyr VA-jeBa, nogewwaBara pytupama (AS uta.); MNpunpemnte Aujarpam TOMoJiOrvje mpexe u
nonuc UMoBMHE.

MPEXHA UHPPACTPYKTYPA

[nzajHnpajte MpexHy MHPPACTPYKTypy Tako Aa HemaTe jeAMHCTBEHY Tauky oTka3sa (Single Point
of Failure) nnn ycko rpno.

Anctpnbympajte ceoje DNS cepBepe u gpyre KputuuHe cepsuce (SMTP, nta.) Kpo3 pasamuurte
AS.

Ojavajte (hardening) koHdUrypaumjy mpexe, ornepatMBHUX CUCTEMA W KOMMOHEHTe anaukauuja
Koje mory 6uTK UMb DDOS Hanaga.




e O3Haunte nepdopmMaHce Balle TpeHyTHe MHGPACTPYKTYpe, Tako Aa Hanaj UAeHTUbuKyjTe bpxe u
TayHuje.

e AKO Ball Mocao 3aBUCU Of, NHTEPHETa, PasMUCIUTE O KYMOBUHW Creuunjain3oBaHnX rnpovssoja
nnn ycnyra 3a ybnaxasawe nocnieguua of DDoS Hanaga. OBy yciyry MoOxeTe 3aTpaxutu U 04
Bawer NClM-a.

o [lpoBepuTe nogeluaBara DNS time-to-live (TTL) 3a cucteme Koju Mory 61T HanagHyTn. CMambuTe
BpesHOCT TTL-a ako je noTpebHO Aa 6ucTe onakwanm DNS-y npeycmepaBame y c/iy4dajy Hanaza
Ha opurnHanHe IP agpece. Npenopy4ybnBo nogellasane TTL-a je Ha 600s.

e Y 33aBUCHOCTU OZ KPUTUYHOCTM BaLLKX YCNyra, pasmucianTe o nojellaBary pe3epBHe Kornuje Kojy
MOXeTe YK/bYUUTW Y Cy4ajy npobrema.

o Kako 6u ojavanu 3awtnty of DDoS Hanaza, noBehajTe nponycHu orcer Ha Beb cepBepy. OBUM
He peluasaTe npobnem, seh gobujaTe Ha BpeMeHy Ja pearyjeTe.

o [ogecute HMxe nparose 3a SYN, ICMP 1 UDP nakeTe Ha MpexXHUM ypehajuma Kako 6u ymarwnin
LiTeTy oZ Hanaga.

WHTEPHU KOHTAKTU

o YcroctaBuTe KOHTakTe n3Mehy cBojx TumoBa 3a IDS, firewall, cncteMcKy 1 MpexXHy MOApLUKY.

o Capagrba Y OKBUPY CBUX MOC/IOBHUX NNHUjA fa 6UCTe pasyMenn nocnejuue Koje ocTab/ba Ha
nocnoBakse (HNp. rybutak HoBua) moryhu cueHapmo DDoS Hanaga.

o Ykmpyunte TmMoBe 3a BCP/DR (Business Continuity Planning/Disaster Recovery) y npouec nnaHvipaksa.
OBwv M1aHoOBY BaM Mory nomohu y pearoBamy npuavkom DDoS Hanaga.

dasy ,npunpeme” Tpeba cMaTpaTW HajBa)KHMjUM eNleMEHTOM 3a yCMnelLuHO pearoBake Ha
DDoS HuwnpgeHT.

WOAEHTUPUKALUIA

LUum: OTKPUTU MHUUAEHT, YTBPAUTU Hberos o6mm v oarosapajyhe crpaHe
Koje cy yKJ/byuyeHe.

Cumntomum DDoS Hanaga y Heknm ciydyajeBrMa Mory ynyhnBaTu Ha HeManuumosHe npobriemMe, Kao
WITO Cy TexXHW4ky npobneMm Ha ogpefeHOM Jeny Mpexe Wi npobaemMmu HacTaan TOKOM
OofpXaBaka Of CTpaHe CUCTeM aAMUHUCTpaTopa. MehyTum, Ha cnegehe cumnToMe obpaTtute
naxwy jep mory ykasmsaTtu Ha DoS nau DDoS Hanage:

o YcriopeHe mpexHe nepdopmMaHce (TOKOM OTBapaha pajaosa nam Npuctyna Beb cTtpaHuLama).
e HepoctynaH Beb cajT unm geo Beb cajta.
e HemoryhHocT npuctyna 6uno Kom Beb cajTy.




Haj6o/mn HaunH aa ce getektyjete n maeHtudukyjete DDoS Hamag je Kpo3 aHanmsy u npahemwe
MpeXHor caobpahaja, wWTo mMoxete noctuhu npeko firewall-a nnu cuctema 3a fetekuuwjy Hanagja.
AZMUVHNCTPATOPX MOry MOCTaBUTK MpaBWia 3a JeTekuujy cyMruBor caobpahaja n naeHtuounkaumjy
1n3Bopa Tor caobpahaja.

AHANU3A HANAQA

MNoTpebHO je ga pasymeTe nornuky Tok DDOS Hamaga v naeHTUGUKYjTE VHPPaCTPYKTypHe
KOMIMOHEHTe Ha Koje je yTMuLao, OAHOCHO YTBPAUTW nokauuje rae je DDoOS Hanaz wv3BpLUEH,
aHanusoM firewall-a 3a nponyLwTeHe 1 o46ujeHe nakeTe.

Docrasute WNCTI-y IP agpecy Hanagaua.

MoTpebHo je ga yBuanTe Aa N1 CTe MeTa Hanazja Uan KofatepasHa XpTBea.

Mornepajte onTepehere 1 norose ¢ajnosa ca cepsepa, pyTepa, firewall-oBa, annvikauvja n apyre
norofleHe uHPpacTpykType. Kako 6w cmarwunm wTeTy Hactany SYN Flood Hanmaguma. Y
nogeluasaklMa Ha nepuepHUM ypehajuma kao wto cy firewall n proxy cepsepu, nogecute ,TCP
keepalive" v ,,Maximum Connections".

NpeHTndunkyjTe cBe acnekate koje DDoS caobpahaj pasnukyjy og HopManHor caobpahaja, kao
LITO Cy:

—> V3BopHuLuHe IP agpece, AS nTa.

—> OzpeanLLHN NOPTOBU

—> URL agpece

—> Flag-oBun npoTokona

3a aHanmMsy Mpexe MOory ce KOpuUCTUTK anatu 3a npahewe caobpahaja, Kao wro cy: Tcpdump,
Tshark, WireShark, Snort, Argus, Ntop, Aguri, MRTG.

Ako je moryhe, kpeupajte NIDS (Network Intrusion Detection Systems) noTnuc ga 6ucte pasnMkoBanu
HOPManHW oZ 310HamMmepHor caobpahaja.

YKJbYYUTE UHTEPHE U EKCTEPHE AKTEPE

Ob6patunTe ce CBOjUM MHTEPHUM TUMOBKMA fa buCTe CasHanu Kako OHW BUAE Hanag,.
TpaxunTte nomoh oa csor WCIM-a. byante KoHKpeTHW y Be3n ca caobpahajem koju xenute ga
KOHTpoO/InLeTe:
—> YK/byueHe MpexHe 610KoBe
—> VI3BopuwiHe IP agpece
—>[IpoTokone
ObaBecTnTe V3BPLUHE U MPpaBHe TIMOBE Y OKBMPY Balle KOMMNaHwuje.

NPOBEPUTE NO3AAUHY

CasHajTe ga A je KOMMaHwja Aobunaa NOHyAy U3HYZe npe caMor Hamnaja.
MpoBepuTe fa N1 61 HEKO MMao NHTepec Aa NpeTn BaLloj KOMMaHWjn:
—> KOHKypeHTU
—> pgeonowkun motmsmncaHe rpyne (hacktivists)
—> buBLUV 3anoc/ieHn




CNPEYABAIE AAJBEI WWUPEA

Lnsb: Y6nakutum epekTe Hanaga Ha LiJbaHO OKPYXKeHe.

AKo je ycko rpnio ogpeheHa dyHkuUpja (feature) annvkaupje, nprBpeMeHo oHeMoryhiuTe Ty QyHKUM)yY.
MokyLuajte Aa perynuwimnte unu bnokmpate DDoS caobpahaj ako je moryhe LITO je 61mke MpexXHOM
,00naKky" npeko pytepa, firewall-a, load balancer-a, cneunjannsoBaHnx ypehaj 1 CIMYHO.

MpeknHYTU HeXe/beHe Be3e UK NpoLece Ka cepBeprMa 1 pyTeprMa v nogecute wuxosa TCP/IP
nojeLlaBara.

Ako je moryhe, npebauunTte ce Ha anTepHaTuBHe cajToBe UM mpexe Kopuctehn DNS nnam Heku
Apyrn mexaHusam. Blackhole pytuparse DDoS caobpahaja koje je ycMepeHo Ha opurmHanHe P
ajapece.

MNocTaBUTe anTepHaTUBHU KaHan 3a KOMyHUMKauujy mamehy Bac 1 BalUMX KOPUCHMKa/Kynala
(HNp: Beb6 cepBep, Mejn cepeep, vVoice cepeep UTA.)

Ako je moryhe, ycmepuTe caobpahaj kpo3 cepsuc nunm ypehaj 3a puntpuparse caobpahaja (traffic-
scrubbing) npexko DNS -a nnu npomeHe pyTrpawa (HNp: sinkhole pyTrpamse).

KoHdurypuiwinte ninasHe ¢untepe Tako Aa baokumpajy caobpahaj y BalnmM cucteMrMa 1 cnpedye
cnarwe ogroBopa Ha DDoS caobpahaj (Hnp: backsquatter caobpahaj), ga 6ucte wmnsbernu
fL0faBakbe CYyBULLIHVIX MakKeTa y Mpexu.

Y cnyyajy nokyllaja nsHyze o CTpaHe 310HaMepHOr Hamajava, Mokyluajte fa KynuTe Bpeme. Ha
npumep, objacHWTe fa BaMm Tpeba BYLLE BpeMeHa Kako bucTe fo6unm o40bperse pyKOBOACTBA.

AKoO je ycko rpso Ha ctpaHu VCM-a, camo UCI moxke ga npepysme edpurkacHe akuuje y Besu
cnpeyaBaka HeXXes/beHor caobpahaja. Y Tom cnyudajy, ga 6ucte pewamnm npobaem yckor rpaa
noTtpe6Ho je pa paguTe 3ajegHo ca Bawmm UCM-om m o6aBe3HO nopgenuTe cBe 6UTHe
nHdopmauumje 6p3o n eprkKacHo Kako 6mcte pewinnm npo6nem y wto kpahem poky.

CAHAUUJA

Uwum: NpeayseTy akuymje 3a 3ayctaB/batbe DDoS Hanaga

Ob6paTute ce NCI-y n yBepuTe ce fa NpUMerbyje Mepe 3a caHauumjy. Heke oa moryhux mepa koje
ce Mory npegysetu:

—> duntpupamse (ako je moryhe Ha HuBOY Tier 1 unu Tier 2)

—> duntpupamne caobpahaja (Traffic-scrubbing)/Sinkhole/Clean-pipe)

—>Blackhole pytnpamne

AKO cy unaeHTudunkoBaHn DDoOS Hamagauun, pasmMoTpuTe yK/by4dMBame TvMa 3a CrnpoBohere
3aKOHa. VI3BpLUHW 1 MpaBHM TUM paje Aa/be Mo npolejypamMa Balle KOMMAaHuje 1 3akKoHa.

Baw NCIM yrnaBHOM npy>ka NOAPLUKY 3@ cCaHaLNjy TEXHNYKNX pafbin.




ONOPABAK

LUwm: Bpatutn y npeTxoaHo GYHKLMOHANMHO CTakbe.

NPOUEHWUTE KPAJ DDoS HANAQA

o [llpoBepuTe Aa K Cy ycayre Koje cy 6une Noj yTuuajem Hanaza noHOBO JOCTYMHE.
o [llpoBepuTe aa nn cy cBe NnepdopmaHce Balle MHPpPACTPyKType BpaheHe Ha MOYETHO CTakbe.

BPATUTE CUCTEM HA HOPMANHO PYHKLIUOHUCAIBE

o Bpatute caobpahaj Ha opUrnHasHy Mpexy.
o PecrtapTyjTe cTonupaHe cepsuce.

Ba)xHo je Aa cy akuuje nosBe3aHe ca ornopaBKoM cucTema ycknaheHe ca MpeXXHUM TUMOBUMa.
Bpahame ycnyra mo>ke UMaTn HeoyeKMBaHe nocneauLe.

NOCNEAUUE

Uwmb: loKkyMmeHTyjTe AeTa/be MHUNAEHTA, ANCKYTYjTe 0 Hay4YeHUM nekuynjama
M npunarognTe naaHoBe N oa6paHy.

o PasmucanTe koje kopake 6ucTe npegy3enn kako 6u 6pxe nan edukacHmje OArOBOPUIMN Ha
NHUNAEHT.

o AKO je NoTpebHO, NpunaroAmTe NpeTnocTaBke Koje cy yTuuane Ha oanyke goHeTe TokoMm DDoS
NHUMAEHTa.

o [lpoueHunTe eprkacHOCT pearoBara Ha DDoS npouec, Koju yk/byuyyje /byse N KOMyHUKaLUKjy.

e Pasmuncnnte o ogHOCKMMa yHyTap M BaH Balle opraHusauuvje koje 6w Bam Morjae nomohu y
6yayhHOCTW y CayYajy nHUMAeHTa.

o CapagHba ca NpaBHUM TIMOM MOXE MMaTW BEIVIKW 3Hayaj, HAPOYMUTO aKo je MocTynak y Toky.

N3Bop:

https://github.com/certsocietegenerale

Security Tip - Understanding Denial-of-Service Attacks - CISA

Guidance on Responding to Denial of Service Attack for SME - KISA

PEMNYBNNKA CPBUJA
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PETY/IATOPHA ATEHLIMJA 3A
ENEKTPOHCKE KOMYHVKALMJE ' P E E P I
W MOLUTAHCKE YCIIYTE


https://github.com/certsocietegenerale/IRM/blob/master/EN/IRM-4-DDOS.pdf
https://www.us-cert.gov/ncas/tips/ST04-015
https://www.us-cert.gov/ncas/tips/ST04-015
https://www.boho.or.kr/filedownload.do?attach_file_seq=2354&attach_file_id=EpF2354.pdf
https://www.boho.or.kr/filedownload.do?attach_file_seq=2354&attach_file_id=EpF2354.pdf

